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FCC Council on National Security Launches 
Investigation of Businesses Linked to the 
Chinese Communist Party
In its first major initiative, on March 21, 2025, the Federal Communications Commission’s 
(FCC’s) newly formed Council on National Security (Council) launched an investigation 
into the “ongoing U.S. operations” of businesses aligned with the Chinese Communist 
Party (CCP) that appear on the FCC’s Covered List. Despite prior regulatory actions — 
including the revocation of FCC authorizations — FCC Chairman Brendan Carr stated 
there is reason to believe some of these entities continue to operate in the U.S. through 
unregulated or indirect channels. 

The investigation, which involves letters of inquiry and at least one subpoena, is 
focused on gathering detailed information about these companies’ activities and iden-
tifying any third parties enabling them. The FCC has pledged to act quickly to close 
regulatory loopholes that may allow foreign adversary-backed businesses to circumvent 
national security safeguards.

The FCC announced the formation of the Council on March 13, 2025. Chairman Carr 
stated then that the Council will utilize the full breadth of the commission’s “regulatory, 
investigatory, and enforcement authorities” to bolster U.S. national security and address 
foreign threats, with particular focus on adversarial activity linked to the People’s 
Republic of China (PRC) and the CCP.

He emphasized the “persistent and constant threat from foreign adversaries, particularly 
the CCP,” and highlighted the importance of the FCC’s vigilance in protecting American 
networks, devices and the broader technology ecosystem. 

The Council will focus on three objectives: 

	- Reducing the technology and telecommunications sectors’ reliance on foreign 
adversaries for trade and supply chain needs. 

	- Mitigating vulnerabilities to “cyberattacks, espionage, and surveillance by foreign 
adversaries.” 

	- Ensuring that the U.S. maintains a competitive edge over China in critical technol-
ogies, including “5G and 6G, AI, satellites and space, quantum computing, robotics 
and autonomous systems, and the Internet of Things.”

The Council will include representatives from eight different bureaus and offices within 
the FCC, promoting “cross-agency collaboration and information sharing.” This struc-
ture is designed to enhance the FCC’s ability to implement a comprehensive national 
security agenda and to facilitate engagement with national security partners across the 
executive branch and Congress.
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Update on FCC’s Cybersecurity Rules
In December 2024, under the leadership of then-Chair Jessica 
Rosenworcel, the FCC proposed new cybersecurity rules aimed 
at strengthening the defenses of telecommunications networks. 
These proposals were largely in response to significant cyber 
espionage campaigns, notably the “Salt Typhoon” attack, 
attributed to state-sponsored actors from the PRC, which 
compromised multiple U.S. telecommunications providers. 

The measures included:

	- Declaratory Ruling: Clarifying that telecommunications 
carriers are legally obligated under Section 105 of the 
Communications Assistance for Law Enforcement Act 
(CALEA) to secure their networks from unlawful access 
or interception of communications.

	- Notice of Proposed Rulemaking (NPRM): Requiring 
communications service providers to develop, implement, 
and annually certify cybersecurity and supply chain risk 
management plans.

On January 16, 2025, the FCC enacted the Declaratory Ruling, 
making it immediately effective. The NPRM is currently 
in the public comment phase, with the future of the regula-
tory measures contingent on the new FCC leadership under 
Chairman Carr.

Conclusion
The establishment of the Council reflects a growing emphasis 
on safeguarding the telecommunications and technology 
sectors from foreign cyber and other national security threats. 
Companies operating in these industries should anticipate 
increased regulatory scrutiny, particularly concerning supply 
chain security, network integrity and compliance with emerging 
national security-related cybersecurity mandates.

The cybersecurity rules proposed in the final days of the Biden 
administration remain under review, with the Declaratory Ruling 
now in effect and the NPRM still in the public comment phase. 
The direction of these regulatory measures under Chairman Carr 
remains to be seen, but companies should expect an intensified 
focus on limiting foreign access to U.S. communications infra-
structure and strengthening network security requirements.

As the FCC expands its focus on national security issues, 
companies should proactively assess their cybersecurity 
programs, vendor relationships, software and hardware supply 
chains, and risk management strategies to align with anticipated 
regulatory changes. Given the potential for heightened scrutiny, 
companies should be particularly vigilant if their software or 
hardware is being developed in jurisdictions such as China or 
Russia, as these activities may be subject to increased examina-
tion by regulators. Engaging with the FCC and other national 
security agencies will be critical in navigating this shifting 
landscape. We will continue to monitor and provide updates 
as policies and enforcement priorities evolve.
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